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About EDAM 
The Centre for Economics and Foreign Policy Studies (EDAM) is an Istanbul based 
independent think-tank. EDAM’s main areas of research are:

 - Foreign policy and security,

- Turkey-EU relations,

- Energy and climate change policies,

- Economics and globalization,

- Arms control & non-proliferation,

- Cyber policy.

EDAM aims to contribute to the policy making process within and outside Turkey by 
producing and disseminating research on the policy areas that are shaping Turkey’s position 
within the emerging global order. In addition to conducting research in these fields, EDAM 
organizes conferences and roundtable meetings. Additionally, EDAM cooperates with 
numerous domestic and international to conduct joint-research and publications.

Organizational 
Structure
EDAM brings together a network of members from multiple sectors of Turkish society 
including academia, civil society, media and business. This diversified representation enables 
EDAM to create a productive and effective platform through which different visions and 
perspectives can interact. 

EDAM’s Executive and Supervisory Board consists of members from the academia, business 
community, civil society and media. Board members are assigned to supervise research projects 
in order to ensure their academic and editorial quality. While EDAM staffs a small number 
of permanent researchers, it also reaches out to select Turkish and international researchers to 
form ad hoc research teams based on the projects that it undertakes.

EDAM relies on project-based funding, matching grants and institutional donations in order 
to carry out its projects, and hence maintains its editorial independence. Additionally, EDAM 
undertakes joint projects and research with various civil society and international organizations 
on the basis of the principle of shared funding.
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Assoc. Prof. Ahmet K. Han is with the faculty of International Relations at Kadir 
Has University in Istanbul. His research interests are strategic thinking, negotiations and 
foreign policy analysis. Dr. Han holds a B.A. in economics and international relations, an 
MA on political history and a Ph. D. on international relations from the Istanbul University 
and has studied negotiations in Harvard. He has been awarded a “Young Leaders of Europe” 
grant on U.S. Foreign policy by the Department of State of the U.S.A. and has been an 
observer for NATO on the state of the NATO/ ISAF Operation in Afghanistan twice, in 
2005 and 2011. He has published extensively on Afghanistan, geo-strategy of energy politics, 
US Foreign Policy and Turkish foreign policy. Dr. Han has worked as a columnist in Turkish 
dailies Radikal and Referans. He is also the chief editorial advisor of the Turkish edition of the 
New Perspectives Quarterly. Dr. Han has extensive experience as an adviser and consultant 
to private sector in the field of strategic business development and negotiations. He has also 
served as the International Relations Advisor for Turkish Exporters Assembly, the umbrella 
organization of Turkey’s exporting industries between 2003 - 2006. He has lectured for and 
held academic posts in Istanbul University, Bilgi University, İstanbul Commerce University, 
Turkish Armed Forces (TAF) War Academy (Staff College) and Air Force War College. From 
2005 to 2008 Dr. Han was responsible for structuring and teaching of the “International 
Negotiation Strategies” course module for TAF, a must course for all senior officers assigned 
to international military postings including NATO. He has also served as a visiting scholar in 
University of St. Andrews’s Center for Syrian Studies in Scotland in 2011.

Assoc. Prof. Sal!h Bıçakcı is Associate Professor of International Relations at Kadir 
Has University, Istanbul. He completed his B.A. on History at Marmara University Education 
Faculty in 1994, and his M.A. at Marmara University Turcology Research Institute on “Uzbek 
Migrants to Turkey” in 1996. Bıçakcı completed the Humanities Computing program at 
Bergen University in Norway in 1999 and received his PhD from Tel Aviv University in Israel 
in 2004. Dr. Bıçakcı began his academic career at Işık University and took part in numerous 
academic projects on identity, security and terrorism. He has thought classes in several national 
and international universities on the Middle East in International Politics, International 
Security, International Relations Theory and Turkish Foreign Policy. He has made evaluations 
and presentations on cyber security at the NATO Defence Against Terrorism Centre of 
Excellence (COEDAT), NATO Command and Control Centre of Excellence (C2COE) and 
NATO Maritime Security Centre of Excellence. He has though Cyber Security and Middle 
Eastern Security courses at the Armed Forces Academy of the Turkish War College. He has 
presented on international security and cyber security in several international academic 
conferences. He has also published articles on these issues in various academic journals.
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Prof. M!tat Çel!kpala is Professor of International Relations at Kadir Has University, 
Istanbul where he teaches graduate and undergraduate courses on Eurasian Security, energy 
and critical infrastructure security, Turkish Foreign Policy and the Caucasus politics, security 
and history, and supervises doctoral dissertations in these areas. His areas of expertise are the 
Caucasus, North Caucasian Diaspora, people and security in the Caucasus and Black Sea 
regions, Turkish-Russian relations, energy security and critical infrastructure protection. In 
addition to Kadir Has University, he lectured in Bilgi University, Turkish War College and 
Turkish National Security and Military academies on Turkish foreign policy, politics, history 
and security in the Caucasus and Central Asia and Turkish political structure and life. He 
served as an academic advisor to NATO’s Center of Excellence Defense against Terrorism 
in Ankara, especially on the critical infrastructure protection. He has several numbers of 
published academic articles and media coverage and analyses on above-mentioned areas.

Asst. Prof. Dr. Can Kasapo"lu is a Research Fellow at EDAM. He is a War Studies 
and Security Studies academician and military analyst. Dr. Kasapoglu gained his Ph.D. 
degree from the Turkish War College-Strategic Researches Institute in 2011 by successfully 
defending his dissertation on Assessing Conventional Forces in Low Intensity Conflicts, 
and his M.Sc. degree from the Turkish Military Academy-Defense Sciences Institute in 
2008 with his thesis on Turkish armed resistance and irregular warfare activities in Cyprus 
before 1974. Asst. Prof .Dr. Can Kasapoglu served at several reputable think-tanks as 
visiting researcher, including the BESA Center in Israel where he worked on Turkish - Israeli 
relations and strategic affairs in the Middle East, and the FRS in France where he worked on 
strategic weapons proliferation in the Middle East and Turkey’s missile defense project, the 
T-Loramids. Assistant Prof. Dr. Can Kasapoglu specializes in strategic weapon systems with 
a special focus on chemical & biological warfare, missile proliferation and missile defense, 
hybrid warfare, NATO’s collective defense and cooperative security issues, Turkish - Israeli 
relations, global and regional military modernization trends, geopolitics, and open-source 
strategic intelligence. Dr. Kasapoglu has spoken at the NATO Defense College, Baltic Defense 
College, annual conference of International Society of Military Sciences and other reputable 
military sciences platforms. He taught courses of War and Strategy Theory, Global Peace and 
Security, Civil-Military Relations, Contemporary Terrorism Studies, and Geopolitics at Girne 
American University. Dr. Kasapoglu is a frequent contributor to the reputable Israeli daily, 
the Jerusalem Post. He is currently serving as a visiting scholar at NATO Defense College in 
Rome.

F. Doruk Ergun is a Research Fellow at the Centre for Economics and Foreign Policy 
Studies (EDAM), where he works on Turkish foreign policy and security issues. He was 
previously a research assistant at the NATO Parliamentary Assembly. Ergun received his MA in 
international affairs with a focus on international security studies from the George Washington 
University in 2011 and his BA in social and political sciences from Sabancı University in 2009.
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Rising threats in cyber security motivated EDAM to prepare this report that covers the basics 
of cyber security with a focus on critical infrastructure and especially nuclear power plants. 
This collection includes four complementary chapters to help the reader understand Turkey’s 
cyber security challenges with a focus on nuclear power plants as components of the country’s 
critical infrastructure. 

The first chapter by Can Kasapoğlu introduces the concept of cyberwarfare as the next 
Revolution in Military Affairs (RMA). The chapter sets out current and potential hostile cyber 
trends and emerging state capabilities. It analyzes cyberspace as the fifth domain of fighting 
wars with a special focus on network-centric warfare. It also identifies non-state threats from 
Turkey’s perspective. 

The second chapter by Salih Bıçakcı, Doruk Ergun and Mitat Çelikpala examines the cyber 
security scene in Turkey. It investigates local actors that are currently “active” in the cyber 
space. Some of these actors include political hacker organizations, such as Redhack and 
Ayyıldız Team, and the organizations that the Turkish state has put in charge of cyber defense, 
such as the cyber divisions under the Turkish National Intelligence Organization (MIT) and 
the Turkish Armed Forces.

The third chapter by Ahmet Han and Mitat Çelikpala provides a conceptual introduction 
to cyber space, cyber attackers and cyber security, and their place in the context of critical 
infrastructure and nuclear power plants. It then focuses on  the international aspect of 
nuclear power plant cyber security by exploring the cases of the United States, as one of the 
countries with the most matured organizational and regulatory structure on the field, and the 
International Atomic Energy Agency, as the key international organization on nuclear safety 
and security. The chapter concludes by drawing lessons and suggestions for Turkey.

The fourth chapter and final chapter by Salih Bıçakçı clarifies the concept of cyber-security 
and its relevance to nuclear power plants and facilities. It examines cyber incidents that have 
affected nuclear power plants and efforts on the international level to protect these critical 
infrastructures. Since most of the nuclear power plants are functioning over the industrial 
control and supervisory control and data acquisition (SCADA) systems, the interaction of 
the workforce with SCADAs and computers are critical for the safety and security of nuclear 
power plants. After covering the challenges of managing a nuclear power plant’s security, the 
chapter evaluates Turkey’s cyber defense capabilities from this perspective. It analyzes the 
country’s current capabilities in terms of ensuring cyber security resilience. It summarizes 
Ankara’s current cyber policies by assessing the organizations responsible for dealing with cyber 
security and cyber defense. 

We hope that this compilation of original research will provide a useful and much needed 
background to the emerging discussion on cyber security, critical infrastructure and nuclear 
power in the Turkish context.
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