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This study examines the lethal arsenal of the PKK and YPG terrorist network through open-source

intelligence (OSINT) methods. The report consists of two main chapters.

In the first chapter, we present a thorough military-strategic and operational assessment of the
arsenal, along with policy recommendations. The second part highlights the weapon systems in more
detail.

The report covers the prominent weaponry of tactical and operational importance for the PKK &
YPG and should not be read as a comprehensive listing. The PKK & YPG may have other arms that
could not be detected through open-source evidence, or deliberately neglected due to their doubtful
significance. Despite potential shortcomings, the mapping out of the PKK & YPG lethal arsenal will

enable tangible policy recommendations for Turkey's counterterrorism strategy.

Our first policy recommendation focuses on countermeasures against specific weapon categories.
For example, the necessary measures against the MANPADS threat are different in their scope and
operational aspects, compared to strategies aimed at PKK's developing drone program. Precisely
for this reason, in the following sections, we provide tailor-made political-military and counter-

terrorism intelligence recommendations.

Another complementary analytical framework not covered in this report, as it is beyond the scope
of this particular study, remains the mapping of the origin and supply chains of these weapon systems.
Overall, the PKK & YPG's arsenal is fed by three different supply channels. The first important route
is assistance by state actors. The United States has supplied weapons to the YPG / SDF in its fight
against the ISIS threat.!'Other countries such as Iran, Syria, and Russia have also provided weapons
to the PKK. The second categorical source is international arms trafficking and the illegal sale of
weapons. Thirdly, regional instability leads to new capabilities as nation-state inventories get out
of control in times of political unrest. Developments in Irag and Syria are textbook examples of this
phenomenon, as multiple terrorist groups have captured and used conventional military arms

throughout the conflict from the arms caches.

This report also sheds light on the potential Turkish foreign and defense policy initiatives. The
foremost of these would revolve around bilateral and multilateral diplomacy efforts. Counterterrorism
is already a key pillar in Ankara's foreign policy. However, Turkey can further enhance its consultations
with its partners upon the concrete OSINT-based evidence. In addition, this EDAM report, based on
transparent and referenced facts, may advance the debate by informing a broader strategic audience

in certain countries that have been unresponsive to Turkey's demands in the fight against terrorism.

Turkey needs more proactive diplomacy efforts in its relations with the United States. Ankara must
demand transparency regarding the anti-ISIS armament program, a promise Washington made
several years ago. Additionally, there has to be an emphasis on implementing a comprehensive
program to reclaim the weapons / weapon systems provided to the YPG. Washington's willingness

to meet Turkey's demands will strongly be correlated with the stance of the Turkey-US relationship.

For a detailed report, see: Michael Knights and Wladimir van Wilgenburg, Accidental Allies: The US - Syrian Democratic Forces Partnership against the Islamic State,
Washington Institute for Near East Policy, 2021.
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As part of its counterterrorism efforts, Turkey can benefit from NATO as a multilateral political
platform. The Alliance defined terrorism in its Strategic Concept of 1999 as a threat that affects the
Allies' collective security. Since then, NATO's framework has evolved with respect to both the doctrine
and institutionalization of the fight against terrorism. The NATO 2030 Report ,2 while providing
recommendations on the future of NATO, emphasized that the fight against terrorism should have
a bigger weight within the Alliance. Turkey reaffirms the fight against terrorism, as a mission with
more political support. Therefore, NATO needs an in-house mechanism where Turkey can easily
express its expectations from the Alliance. However, the sustainability of such an effort at the
multilateral level depends on participatory intelligence sharing. We believe that this is where EDAM's
OSINT report can play a foundational role. As the examples of Afghanistan, Irag, and Syria showcased,
vulnerabilities caused by civil wars and regional political instability lead to the emergence and spread
of extremist networks. Therefore, such dynamics enable the flow of arms to violent groups that
threatens NATO's collective security just like Turkey's national security at large. It is now possible
to use this report and future complementary OSINT studies to better inform the international

strategic community.

Sinan Ulgen

Director // EDAM

2 “NATO 2030 United for a new era: Analysis and Recommendations of the Reflection Group Appointed by the NATO Secretary General”
https://www.nato.int/nato_static_fl2014/assets/pdf/2020/12/pdf/201201-Reflection-Group-Final-Report-Uni.pdf
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IN THE SHADOW OF GUNS

Dr. Can Kasapoglu Director // Defense and Security Program, EDAM ‘

Sinan Ulgen Director // EDAM \

THE PROBLEM OF THE PKK ARMAMENT: GEQPOLITICAL AND
MILITARY-STRATEGIC FRAMEWORK

By the end of the last century, the PKK terrorism gained more freedom of movement in Northern
Irag and as to its operational capacity on Turkish soil. These developments occurred due to

three main factors: the Iran-lrag war, the Anfal Campaign and the First Gulf War.

Atthe time, the PKK had gained strategic depth, found a'safe-haven where it could take refuge when
it suffered heavy losses. In the-early 1990s, Ankara faced Irag producing instability, and the PKK
took this opportunity rooting itself deep in the mountainous northern frontier of the country.

The operational capacity of the PKK increased as Soviet-era weapons spread to the black market,
and the inventory of Saddam Hussein's forces in the aftermath of the Gulf War was left untraced.
Senior Turkish commanders of the period stated that "the PKK has reached an abundance of weapons

that it has never seen before".3

PKKTERRORISM AND HYBRID WARFARE CAPACITY BUILDING EFFORTS

M249

A 2010 RAND Corporation report examining the performance of the Israel Defense Forces in the
Lebanese and Gaza theaters broke down the IDF's campaigns into operational design, actor types,
and arsenal segments. The report reveals that asymmetrical groups conducting irregular warfare
in low-intensity conflicts generally use short-range rockets; light weapons, early generation RPGs,
and portable mortars. When the basic parameters of the armed.conflict environment shift from low-
intensity conflict to'hybrid.warfare, unconventional actors acquire game-changer capabilities. These
include advanced rockets, anti-tank guided missiles (ATGM), and man-portable air defense systems
(MANPADS).A

For details see Hasan Kudankgi, Giineydogu'da Unutulmayanlar. istanbul: Alfa Basin Yayim Dagitim, 2007

David E. Johnson, Military Capabilities for Hybrid War: Insights from the Israel Defense Forces in Lebanon and Gaza, RAND, 2010, p.5.
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The PKK is still far from missile and heavy rocket capabilities comparable to those in the hands of
Hamas or the Lebanese Hezbollah. However, the PKK's lethal arsenal has developed into a critical
phase of hybrid warfare capabilities mainly in three segments - MANPADS, anti-tank weapons,

and mini-unmanned aerial vehicles.

MAN-PORTABLE AIR DEFENSE SYSTEMS (MANPADS)

MANPADS pose significant threats to aircraft below 10-15 thousand feet, especially against
rotary-wing platforms and fixed-wing aircraft traveling at low speeds, as well as commercial
aviation. The PKK used first-generation MANPADS (e.qg., SA-7 Strela) in the 1990s and gained
second and third-generation (e.g., SA-16 and SA-18) MANPADS capabilities throughout the Syrian
Civil War. Second-generation MANPADS (i.e. the Chinese-made FN-6) include advanced features
such as flare counter-measures and other filters, increasing the chances of hitting targeted
aircraft. Third-generation MANPADS, such as the SA-18, search broad bands and work on the
'shape' of the target platform, along with advanced flare & decoy counter-measures.®

For a detailed report on the subject see The Australian Government Department of Foreign Affairs and Trade, MANPADS: Countering the Terrorist Threat, 2008.
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First-generation MANPADS guidance systems such as SA-7 have limited target
acquisition capacities, as they can approach targets only through a certain angle. Unlike their first-
generation predecessors, second-and third-generation MANPADS, such as the SA-16 and

SA-18, benefit from more sophisticated guidance and target acquisition systems.

as well as deceptive countermeasures.® Open-source reports suggest that Verba ha
integrated into air defense networks, enabling personnel to track beyond sight through information

projected onto the operator's helmet.?

Republic of Turkey Ministry of National Defense, https://www.msb.gov.tr/SlaytHaber/1452021-60458, Retrieval Date: 6 June 2021.

Anadolu Ajansi, https://www.aa.com.tr/tr/gunun-basliklari/afrinde-hava-savunma-fuzesi-ele-gecirildi/1052257, Retrieval Date: 6 Haziran 2021.

For related MANPADS capabilities see ilgili MANPADS yetenekleri iin bkz. KBM, https://www.kbm.ru/en/production/pzrk/803.html, Erisim Tarihi: 5 June 2021.
Ibid.
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Along with the Syrian Civil War, the PKK & YPG benefit from illegal arms trafficking as another major
source for armament. The terrorist network acquired former Yugoslavian-made M79 OSA anti-tank

weapons, most probably from black markets.

At the beginning of the Syrian Civil War, the M79 OSA 90mm anti-tank launchers were spotted in
the hands of armed opposition groups. Open-source evidence suggests two potential supply routes
for the transfer of the system to non-state groups. The first one is via Croatia, which was not yet a
member of the E.U. at the beginning of the civil war and had the abovementioned weapons in its
arsenal. The second potential source is Libya, as irregular groups captured the Libyan military's
arms after the collapse of the Gaddafi regime." During the Syrian Civil War, the PKK & YPG probably

seized some of these weapons.

PKK & YPG Militants Carrying Former Yugosiavian M79 90mm Anti-Tank Weapon. *2

M79 90mm Anti-Tank Weapon

Anti-Tank Weapon

Michael Weiss, “Are Syrian Rebels Now Armed with Heavy Weapons from Croatia?"”, Atlantic Council, February 2013,
https://www.atlanticcouncil.org/blogs/natosource/are-syrian-rebels=now-armed-with-heavy-weapons-from-croatia/, Retrieval Date: 6 June 2021.

Military Times, https://www.militarytimes.com/news/pentagon-congress/2017/05/10/us-weapons-will-soon-flow-to-kurds-as-they-isolate-isis-fighters-in-ragqa/, Retrieval Date: 6 June 2021.
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One of the critical arms recently obtained by the PKK & YPG is the AT-4 anti-tank weapon. Although
not in the same league with more advanced Russian and US-made guided anti-tank missiles (ATGM),
the AT-4 can be very effective in the hands of an asymmetric actor. The U.S. assistance to the YPG
prior to the Ragga campaigns already included TOW ATGMs to counter VBIEDs and maneuver
platforms used by ISIS.”® The AT-4, thus offered a light and complementary capability in addition
to heavier ATGMs.

The AT-4 family, with Swedish and U.S. variants, is an 84mm effective infantry-support weapon
against standard armored platforms. Compared to guided anti-tank missiles, the unit cost is low, and
the launchers can easily be carried and operated by the personnel. With the new variants (e.qg., the
US CS - confined space-variant), the probability of recoil and unintentional damage to the operator
and friendly surroundings is considerably reduced. Thus, the AT-4 CS variant has become more

suitable for use in residential areas, with its more advanced aiming systems.™

s T

ey " TP i gy, - B i A |

Turkish security forces seized the weapons in the visual from the PKK during the Operations
Glaw-Lightning & Thunderboit” Indicated by the Arrow Sign on the left is the AT-4 Anti-Tank Weapon.

& - L g } ; ! ' &
AT-4 anti-tank weapons seized from the PKK Terrorist Organization in Hakkari rural during a
counter-terror operation '

Military Times, https://www.militarytimes.com/news/pentagon-congress/2017/05/10/us-weapons-will-soon-flow-to-kurds-as-they-isolate-isis-fighters-in-raqqa/, Retrieval Date: 6 June 2021.

For a detailed assessment see Charlie Gao, “You're Toast: These Old Rocket Launchers Still Pack a Nasty Punch”, The National Interest, Nisan 2021,
https://nationalinterest.org/blog/reboot/youre-toast-these-old-rocket-launchers-still-pack-nasty-punch-181595, Retrieval Date: 6 June 2021.

Ministry of National Defense, https://www.msb.gov.tr/SlaytHaber/752021-58513, Date of Retrieval: 6 June 2021.
https://twitter.com/CalibreObscura/status/1265230805288263682/photo/1, Retrieval Date: 6 June 2021.
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MINI UNMANNED AERIAL VERICLES

We have assessed the PKK's drone program, along with its significance for the terrorist network,

in our previous publications;

"While the PKK used rotary-wing (quadcopter/multi-copter) drones since 2016, the group has
also attempted attacks with fixed-wing, glider-type hull p/atforms. In addition, the PKK tried
GPS-based automated navigation for mini UAVs to avoid remote controllers and risk of defeat
by jammers. Rotary-wing quadcopter/multi-copter platforms and fixed-wing, glider-type UAVs
have different ammunition drop-off speeds/angles and cruise speeds. Therefore, new threat
parameters are more dangerous, especially in the fong run. The terrorist organization is likely
to develop more coordinated operational concepts in the use of drones. The recent examples
are the attacks in Sirnak during the November 10, Ataturk commemoration events, (at least 1
UAV), the 23rd Infantry Division Command (2 UAVs), Kayatepe Base Area (1 UAV was shot down
before reaching the target), Aydogdu Base Area (1 UAV), Hamittepe Base Area (1 UAV) and 3
UAVs in the countryside. The Turkish press states that the attacks under investigation took
place between 09.05 and 09.15 in about 10 minutes. In addition, Turkish security forces averted

three more drone attacks in Sirnak just before 2019 New Year’s Eve. Finally the timing and the

targeted locations reveal the strategic intentions of the PKK terrorist organization.”

PKK Quadeopter Drone and Grenade Fixed-wing drone of the PKK terrorist arganization,
Launcher Ammunition landed in $irnak Governor's Office on November 10, 2018,
Seized in Agrr in 2017 ' Atatiirk Gommemaration Ceremaonigs *

Can Kasapoglu, Baris Kirdemir, Terér Tehdidinde Yeni Boyut: Drone Saldirilari ve Tirkiye'nin Milli Glvenligine iliskin Gelismeler, EDAM, 2019. pp.3-4.

Ibid. p3.
Ibid. p4..
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COUNTERMEASURES AND STRATEGY: POLITICAL-MILITARY FRAMEWORK
AND POLICY RECOMMENDATIONS

Turkey should take comprehensive and multifaceted measures regarding the categories of weapons
identified through OSINT data in this report. PKK's MANPADS require a special countermeasures
roadmap, while the PKK's arsenal of drones require sophisticated containment steps. This section
presents our recommendations to counter the PKK & YPG armament trends emphasized in this
report.

Firstly, Turkey should demand more transparency from the U.S. concerning the anti-ISIS armament
program, as Washington previously promised to provide. Ankara should seek more effective diplomatic
steps towards implementing a concrete and comprehensive program to retrieve the weapon systems
provided to PKK-affiliated groups. The future of the US-YPG relationship and the extent to which

Washington will meet Ankara's demands are likely to be shaped by the Turkish-American ties.

COUNTERING PKK & YPG MANPADS CAPABILITY

+

e As to MANPADS capabilities, the most critical components include T.B. (thermal battery) for first-
generation systems and BCU (battery coolant unit) for more advanced systems. These sub-systems

are crucial for the operability of MANPADS. In addition, these sub-systems are the components that

are most affected by environmental conditions.

..II + Wi

St T s

SA4-18 and BCU system 2/ /00 0 00 // ///////%

US Missile and Space Intelligence Center, MANPADS Components Report, Retrieval Date: 5 June 2021.

Ibid.
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ANTI-TANK WEAPONS AND FIRE-SUPPORT WEAPONRY

SOURCE

RPG-7 https://armamentresearch.co

Variants and m/kurdish-ypg-forces-with-
Iran-made | iranian-tandem-heat-rpg-7-
ammunition | proiectie/

https://twitter.com/CalibreOb
scura/status/1378327875527
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(SOViet RPG-7 s/kurdishstruggle/154736847
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https://www.pinterest.fr/pin/
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vite_code=2e3de8000b5f4c3
791129a6a802aldif&sender=6
53866577057572491&sfo=1
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SOURCE
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TYPE SOURCE

SPG-9 73mm
recoilless gun and
OG9V ammunition

https://www.hurriyet.com.tr/g
undem/hakkaride-pkkya-agir-
darbe-agir-muhimmat-ele-
gecirildi-41702569

https://twitter.com/CalibreOb
scura/status/11837315893579
53024/

M79 Osa

https://twitter.com/EliotHiggi
ns/status/5161741364363550
72

METIS M-1
(AT-13)
Russian-made
ATGM

https://www.aa.com.tr/tr/turk
iye/mardinde-metis-m1-fuze-
atesleyicisi-ele-gecirildi/744029

RPG-7 variants
AT-5

(9M113 Konkurs)
Soviet-Russian
ATGM

https://www.msb.gov.tr/Slayt
Haber/11122020-11445




Foreign Policy & Security 2021/07/EN

TYPE SOURCE
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MANPADS

TYPE SOURCE
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https://twitter.com/CalibreOb
scura/status/1360889048106
2174737?s=20

https://twitter.com/CalibreOb
scura/status/1287478501063
483392/photo/3

https://twitter.com/CalibreOb
scura/status/1363936804794
204160




AN/PAS-13
Thermal Weapon
Sight

AN/PVS-7

EOTech Hologram

AN/PEQ-2

https://twitter.com/towersigh
t/status/8259783548137922
56

https://twitter.com/calibreobs
cura/status/11990082903420
84608

https://twitter.com/CalibreOb
scura/status/118307111686627
32817s=20

https://mobile.twitter.com/cal
ibreobscura/status/11990083
311694479367lang=ar-x-fm



Pulsar Apex XD75
Thermal Weapon
Scope

GP-30
Grenade Launcher *

*(Probably from the Russian
Federation or Syrian Arab
Armed Forces inventories)

SilencerCo
Omega 300

AN/PEQ-15
Tactical Target
Pointer Device

Foreign Policy & Security 2021/07/EN

https://twitter.com/CalibreOb
scura/status/1204018687444
951041

https://twitter.com/CalibreOb
scura/status/1199009230218
510342/photo/3

https://twitter.com/CalibreOb
scura/status/11990167237578
30151

https://twitter.com/CalibreOb
scura/status/11990167237578
30151
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TYPE SOURCE

DRONES

SKA556

https://twitter.com/CalibreOb
scura/status/1199009276343
308289/photo/2

Dedal-T4.642
Hunter
thermal scope

https://twitter.com/war_noir/
status/138698493423821209
7?s=20

TYPE SOURCE

RQ-20 Puma https://www.youtube.com/wa
tch?v=CAB8kU6s4g4

DJI Phantom https://twitter.com/Acemal71/

status/934849154169352192

DJI Mavic https://dronedj.com/2017/11/1

3/dji-mavic-pro-rigged-with-
bomb-seized-in-turkey/
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TYPE SOURCE

DJI Matrice 600

https://twitter.com/TarMilus/
status/138817897241708953
8/photo/1

X-UAV TALON

https://twitter.com/war_noir/
status/133955139305360998
6/photo/1

OTHER WEAPONS

TYPE SOURCE

7.62/39mm
AK-based,
a modified
rifle with an
extended
barrel and
rifle scope

https://www.youtube.com/wa
tch?v=7eZ4MwgViQl
https://twitter.com/Southwoo
d_/status/915558404499709
952

FN FAL

https://www.flickr.com/photo
s/kurdishstruggle/255512054
03/

%
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TYPE SOURCE

Glock https://www.hurriyetdailynew
s.com/glock-pistols-found-in-
pkk-raid-in-southeast-100837

M15 https://www.sabah.com.tr/du

nya/2021/05/15/abdden-garip-

m-16-savunmasi

M16A1 (Colt 603)

https://twitter.com/CalibreOb
scura/status/1332634152089
358336/photo/1

M16 Variants

https://www.sabah.com.tr/gu
ndem/2018/03/07/fotokapan-
ile-goruntulenen-pkkli-terorist-

olduruldu

https://www.hurriyet.com.tr/g
undem/msb-irak-kuzeyinde-
pkkya-ait-silah-ve-muhimmat-
ele-gecirildi-41779262

%



PKS Machine Gun

Colt M4
Infantry Rifle

AGS-17
Grenade Launcher

W85 Machine Gun

Zijiang M99
Anti-Material
Sniper Rifle

MG3

Foreign Policy & Security 2021/07/EN

https://www.aksam.com.tr/fot
o-galeri/dunya/abdnin-teror-
orgutu-pkkya-verdigi-silahlarin-
turkiyeye-karsi-
kullanilmasindan-endise-
ediliyor/45183/14

https://www.google.nl/amp/s/
www.dailysabah.com/politics/
war-on-terror/turkish-stf-units-
seize-ypgpkk-terrorists-

explosives-in-syria/amp

https://www.dailysabah.com/

war-on-terror/2017/06/29/us-
sends-120-trucks-of-weaponry-
to-pkks-syrian-offshoot-pyd-in-

a-week

https://twitter.com/CalibreOb
scura/status/1184747935898
263552/

https://twitter.com/Delilsoule
man/status/87824160667518
1568

https://twitter.com/SerioSito/
status/571788520240619521
?s=20



FN MAG

DShK and DShK
Remote-Control
Mechanism

KPV 14.5mm

NEA PDW-CCS 7.5
Canadian
Infantry Rifle

AK-47, AKM,
AK-74
Rifle Variants

Foreign Policy & Security 2021/07/EN

SOURCE

https://magazine.ufmalmo.se/
2017/05/1709/

https://www.oryxspioenkop.c
om/2021/05/facing-storm-
pkks-diy-aa-guns.html

https://www.oryxspioenkop.c
om/2021/05/facing-storm-
pkks-diy-aa-guns.html

https://twitter.com/CalibreOb
scura/status/11885203791633
16225

https://twitter.com/war_noir/
status/133643733495966515
2/photo/2

https://twitter.com/RojavaNet
work/status/11308535385636
29057

https://twitter.com/CalibreOb
scura/status/13732117687099
06434/photo/3
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NSG-1/ CS-LR4 https://twitter.com/CalibreOb
scura/status/1294607963194
351616

China-made
Sniper Rifle

AK-104 https://twitter.com/CalibreOb
scura/status/1074673015932
231680/photo/1

https://twitter.com/CalibreOb
scura/status/1199009276343
3082897s=20

AK-74M https://twitter.com/CalibreOb
scura/status/1344616248227
8645807s=20

Type-56 https://twitter.com/AnalystMi
ck/status/1215258274486018
0487s=20

PM md. 63 https://twitter.com/war_noir/
status/137585980045881344
77s=20

AMD-63 https://twitter.com/MinsterTX
/status/87570060748256461
0/photo/1




PSL-54C

Golan S-01
(Syria-made,
Austria-made Steyr
HS-50 clone,
anti-material
sniper rifle)

_ _ Colt Carbine and
}{:11 : M4 infantry rifles,

,'.::u.. Pulsar thermal optic,
ACOG rifle scope

GP-30 UGL
(grenade launcher),
with AK-74
infantry rifle

https://twitter.com/CalibreOb
scura/status/1184747935898
2635527s=20

https://twitter.com/CalibreOb
scura/status/13214791696252
354567s=20

https://twitter.com/CalibreOb
scura/status/13157184696656
48641?5=20

https://twitter.com/CalibreOb
scura/status/1082037396303
1552007s=20



Zagros

Sako TRG-22

SVD Dragunov

(KNS)

AN/PAS 13
Thermal Weapon
Sight

(on SVD

Sniper Rifle)
Blaser R93

Zastava M93

011

https://www.militarytimes.com/
flashpoints/2017/08/17/us-

backed-kurdish-fighters-follow-in-
footsteps-of-wwii-marine-raiders-

with-homemade-sniper-rifle/

https://twitter.com/analystmi
ck/status/12177147337652756

517lang=en

https://twitter.com/analystmi
ck/status/1280904409313132
544

https://twitter.com/towersigh
t/status/8259783548137922
567s5=20

https://steemit.com/en-
us/@yasinakdere/operationoli
vebranch-
operationolivenzweig-german-
sniper-rifles-are-in-the-hands-
of-pkk-terrorists-what-a-mess-
the-west-has-in-4e44821b686a

https://www.thefirearmblog.c
om/blog/2017/04/21/sdf-
forces-modified-zastava-m93/



Zastava M84

Zastava M76

CQ 5.56 mm

MK 17

M249

https://www.flickr.com/photo
s/kurdishstruggle/261439210
86/

https://www.jordantimes.com
/news/region/move-against-
kurd-rebels-turkey-iran-
agenda%E2%80%94-erdogan

https://www.conflictarm.com/
downloadfile/?report_id=256
8&file_id=2574

https://twitter.com/CalibreOb
scura/status/11990097415923
09761

https://twitter.com/calibreobs
cura/status/12102367009344
63488



OW OF GUNS:
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